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Ha npoTtsi)XeHMn MHOrmx net s HeyCTaHHO MpOoCBeLlasl K/IMEeHTOB U NapTHepoB nNo
noBoAly TOro, HAaCKO/IbKO BaXHO MpUHMUMaTb cepbe3Hble U 3chdeKTUMBHbIe Mepbl Mo
ob6ecneyeHuto 6e30nNacHOCTU NpunoXxeHun. OgHOM N3 MOUX OCHOBHbIX peKoOMeHAauun
Bcerga 6bin M ocraetcs coBet o passBeptbiBaHun Web Application Firewall (WAF).
A nockonbky F5 npepnaraer otnimuHbin nepepgoso WAF nopg HasBaHuem BIG-IP
Application Security Manager (ASM), 1 TpaTi HEManio BpeMEeHU Ha pa3bACHEHUEe BCex
npeuMmyLLecTB, KOTOpbl€ OH Aaer.

Be3onacHOCTb NPUIOXEHUIA — 3TO HenpocTasd Tema. W BOT OAMH M3 CaMblX 4YaCTbliX BOMPOCOB:
«CKOMbKO BPEMEHM HY>KHO /19 Pa3BePTbIBAHNSA NOIUTMKM 6€30MNaCcHOCTUN B peximMme 6T0OKMPOBaHUA,
4yTOObl 3PPEKTUBHO 3aLMTUTE CBOE MPUIOKEHME?>. YHMBEPCAIbHOIrO OTBETa Ha HEro HEeT, HO
HenaBHAA 6ecena C OAHMM 13 3aKa34MKOB, 3a[1aBaBLLUMX ero, Nodyanna MeHsa B3rNIgHYTb Ha CUTyaLnio
C TOUKM 3pEeHUd KneHTa. 9 pelwunn pasBepHyTb ASM nepen o6WEOOCTYMNHBIM MPUIOXeHUEM W«
noaennTbCs CBOMMMU LONMTOCPOYUHBIMM HAOIOAEHUAMM 3@ PelleHneM peasibHbIX 3aday, a Takxke
AOCTUMHYTbIMW pe3ynbTatamu.

Y pa3BepHy/ ya3BMMOE COBpeMeHHOoe npunoxenHne Hackazon ot Rapid/. OgHako, npexae 4em
NpenocTaBuUTb AOCTYM K HEMY BCEM WM KaXOOMy, MHE HY>XHO Obl/10 00ecneunTb emy HageXHYyto
3aWmTy OT B3n1oma. [oatoMy 4 pasBepHyn nepeq npunoxeHnem BIG-IP ASM, a 3ateM Hactpoun
NOIUTNKY 6€30MacHOCTU B pexnme O/10KMPOBaHNA. Kak Bbl AyMaeTe, CKOMTbKO BPEMEHN MHE Ha 3TO

noHagooumnock? AX 15 muHyT!

TyT MOXHO, KOHEUHO, CKa3aTb, YTO 3TO BPaHbe UM Tak HEYECTHO, BEAb Y MEHS MHOIO/1ETHUIA ONbIT
paboThl C npoaykTammn F5 1 gedarensHOCTN B chepe obecnedeHns 6e30nacHOCTY NPUAOXKEHNR. 1 3To
AencTBMTeNbHO Tak. Ho 3a BCe 371 roabl KoMaHae pa3pabotku F5 yganock caenatb pa3BepTbiBaHMe
6a30BOI NONUTUKM 6e30MacHOCTN AENCTBUTEIbHO OYeHb MPOCTbIM N 3MIEKTUBHBIM NPOLLECCOM


https://github.com/rapid7/hackazon
https://www.rapid7.com/
https://f5.com/products/big-ip/application-security-manager-asm
https://f5.com/products/big-ip/application-security-manager-asm
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(cnacnbo mM 3a 370!). W, NOCKObKy MOS 3a4ada 3ak/to4anacb B TOM, YTOObI MOCTaBUTb CceOs Ha

Balle MecCTo, 4 NMPOCTO BOCMO/Mb30BaAs/ICA CaMbIM KOPOTKMM N PE3YNbTAaTUBHBIM Crocobowm, xopowo
3apeKoOMeHJO0BaBLLNM cebsa Ha NPOTAXEHNN YyXE MHOIMX NeT. To, ytO 9 coenan, — 3TO OT/INYHbIN
CTapT, NO3TOMY peKoMeHaYyto BaM Ha4aTb MMEHHO C 3TKX LLAroB.

Bo-nepBbIx, €CNN yXX COBCEM MO-YeCTHOMY, B YNOMAHYTble MHOM 15 MUHYT He BOLLIN HAaCTpOWKa U

NHCTaANNAUMA PU3NYECKOro Uan BUPTyasibHOro yctponctea BIG-IP «c Hyna». 4 gonyctun, yto BIG-IP

Local Traffic Manager y>xe 3anyuleH 1 paboTaeT. Be[lb CeTEBbIe aAMUHNCTPATOPbI CKOPee BCErO yXe
3TO caenanu, a raBHaga 3aada 3akNo4aeTca B TOM, 4ToObl 3anyCTutb 1 pa3sepHyTb WAF. Korga
BIG-IP LTM 6bI/1 HACTPOEH 9 co34an NoMnUTMKY 6€30MNacHOCTM Ha OCHOBe LabnoHa Rapid Deployment

Policy, KOTOpbIM Mbl MONb3yemMcs ANA 3anycka G0MbLUMHCTBA CUCTEM 6e30MacHOCTU MPUIOXKEHW
BOT y>K€ MHOrO feT.

o ymonuaHuio nonmtika 6esonacHocT Rapid Deployment npegycmaTpuBaer:

BbINO/THEHME NPOBEPOK Ha COOTBETCTBME TpeboBaHnam HTTP;

BbIMO/IHEHWE MPOBEPOK Ha Hannume obalaTe bHbIX 3aronoskos HTTP;
OCTa@HOBKaA yTeuku MHopMaLmu;

npeaoTBpaLleHne NCNoMb30BaHMA B 3anpoce HeJonyCTuMbIX metonos HTTP;
NpPOBEPKY KOJOB OTBETS,

obecnedeHune cootTBeTcTBUS hannoB cookie TpeboBaHmam RFC;

NpUMEHeHMe CUrHaTyp atak K 3anpocam (1M oTBeTaM, EC/IM 3TO NPeayCMOTPEHO);
BbIBMIEHME UCMNOMb30BaHNA METOA0B 06X0A3;

npenoTBpalleHre 4OCTyna C 3anpelleHHbIX reo/1oKaumm;

npeaoTBpalleHne aocTtyna 14 3a6N0KNMPOBaHHbIX NOMb30BaTENEN, CeCCUl 1 IP-aapecos;
NPOBEPKY A/IMHbBI 3aNpOoCca Ha COOTBETCTBME YCTAHOB/IEHHOMY pasmepy Oydepa;
BbIAB/IEHME 3aMpeLLeHHOro CoOAePXMMOro B 3arpy>aembix annax;
BbIMO/THEHNE NPOBEPKM Ha CUMBO/IbI, KOTOPbIE HE YAa/10Cb KOHBEPTMPOBATh;

OTCNexmBaHme 3anpocoB ¢ MOANULUMPOBaHHbIMM ASM thannamn cookies.

HeCMOTpﬂ Ha TO, YTO BCe 34eCb BbIMMAanT nNpeBOoCXo4HO, A4 BOCMNO/Ib30BaICA CBOMMN 3HAHUAMN U
OMbITOM, N BHEC B NMOJ/INTUKY 6€e30MnacHOCTM ABa HEBOMbLUMX USMEHEHMS. BO-I'IepBbIX, A paspewnn

6N0KMPOBKY IP Ha ocHoBaHMK cobpaHHbIX AaHHbIX (intelligence-based).


https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-getting-started-13-0-0/4.html
https://support.f5.com/kb/en-us/products/big-ip_asm/manuals/product/asm-getting-started-13-0-0/4.html
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Sscurity » Application Security : IP Addresses : IP Address Intelligencs
IP Address Exceplions  IP Address Intalligence

| Current edited security policy| hackazon-policy (blocking)

Apply Policy

1€ Address |nougence Goniguration

IP Address Intedligence

& Enabled

IP Address Intelligence last updated: 2017-06-28 07:26:33

IP Address Whitelist |~ IP Address Whitelist is empty

IP Address Intelligence Categories

Category Name Alarm alwkl
() Windows Explaits G Aarm 8 Block
[ Wab Attacks 8 Alarm € Block
0 BotNets @ Mam 8 Block
[0 Scanners B Jarm B Block
{0 Denial of Service @ Marm EBlock | |
I Infected Sources B Aam B Block | |
[0 Phishing Proxies @ Aarm B Block | |
10 Anonymous Proxy @ Aarm € Block
[0 Wegal Websites 8 Alarm Blockkl
0 Cloud-based Services @ Aarm E3Block | |

Save | Restore Defaults

DTO 3HAUWT, YTO NPKW NoMydYeHUn NOOoro 3anpoca Ha NOAKAYEHNE K JaHHOMY NPUAOXKEHNIO C IP-
afpeca, OTHEeCEHHOro K MOOO0M U3 KaTeropmin BpeAOHOCHbIX NCTOYHWKOB, MO/INTUKE 6€30MacHOCTH
NPOCTO ero 3absoknpyeTt — 1 toukal [laHHoe pelleHne MOXeT OCTaHOBUTbL /1000 BUA Tpauka:
OT §IBHbIX MOMbITOK B3/10Ma A0, Ka3anocCb Obl, 6e3BpeAHblX MOMbITOK 30HAMPOBaHMSA CO CTOPOHbI
N3BECTHbIX Yrpo3. VIMEHHO Ha HUX MPUXOAUTCA 3HAYMTENbHAA AONA MOMbITOK B3/10Ma, MO3TOMY
O/10KNPOBaHME TaKMX 3anpocoB MNpY MOMOLUM 3TOrO MNPOCTOro AOMOMHEHUA ABNSETCA BeCbMa
NMO/IE3HBIM LLIAroM.

BHecss OgaHHOe WM3MEeHeHWe, A nepeBesl NOMUTUKY B PEXMM ONOKMPOBKM WM OTKPbIT AOCTYN K
NPUNOXEHNIO N3 VIHTEpPHETA (TOXE B pexmnme 6/T0OKMPOBKM).

Bcero 3a napy 4aCcoB NMpPon30oL1Io HeECKO/IbKO HECAHKLMNOHMPOBAHHbBLIX 3alfpOCOB:

Security » Event Logs : Application : Requests
- Application

~ | Protocol

* | Network ~ | Bot Defense ~ | Logging Profiles

Q- | Il Date~ MNewest + M=
| W4 35,103,191 )

IBegal Requests: llegal Requests X 4t~ | Total Entries: T622 | Page 77 of 77 §

20:36:50 2017-06-27 wa| Delele Request | Export Request | Accept Request o &
r-_;[;_';;{é;_‘g, e e T D Access from malicious 1P address (1]~
20:36:58 2017-06-27 WA
¥ aana 1414, il

[HTTR] fsdkivimsenice — T [HTTP] /aZbilling P oatertpl ) EE3 A Details
ig4.30.103.191 © | | Geolocation~ ¥ [ I France Time ¥ 2017-06-27 16:43:33
20:36:58 2017-06-27 NA| | |

Source IP Address ~ T ©183.172.64.133:4682 Violation Rating T 3nmm

[HTTE) 3 mm— | |
64, 38,103.191 @ | | Session D~ ¥ a54bd31fectetald Attack Types A
20:36:58 2017-06-27 win | | |

[HTTR) 3 mm- Request Respanse [
W64.39.103.181 -]
20:36:26 2017-06-27 nia | Request actual size: 239 bytes.

HTTRY/ Immm GET //a2billing/customer/templates/default/footer.tpl HTTP/1.1
Se4.26.102.191 © | | Host: : -125 Look at the host header
20:36:07 2017-06-27 NiA Connection: keep-alive

HTTRY¢ e Accept-Encoding: gzip, deflate
EX118.183.31.222 ©| Accept: */x
1B:26:29 2017-06-27 NIA User-Agent: python-requests/2.6.9 (Python/2.7.5 Linux/3.10.9-514.21.2.el7.x86_64
B HTTR Cpe— k
[ he3.172.64.133 =
16:43:33 2017-06-27 MIA




NMPEMMYLLECTBA NCMOJIb3SOBAHUA WAF A4
3ALUNTbI BEB-NTPU/TIOXXEHUA — YACTb 1

Kak BMOHO M3 MepBOro 3anpoca CHW3Y, HEKTO CKaHMPOBa/a MOK CUCTEMY, YTOObI Yy3HaTb, HE
MCMONb3yeTcd /M B KadecTBe 03k-aHAa pelleHue Asterisk A2Billing Softswitch. Moga nonutnka
3a0/10KMpoOBana 3TOT 3anpoc (KOTOpbIA cam Nno cebe BPeAOHOCHbIM He Oblfl) — BOT U OTINMYHO!
Cnepytowmii 3anpoc Toxe Obl/1 3a0/10KMPOBAH M3-3a TOro, YTO MOCTYNW/T C BPeAOHOCHOr o IP-agpeca.
A ob6papoBanca. OgHaKo, B3rIAHYB Ha NepBOe HapylleHne, 9 BCIOMHUA O TOM, YTO B MO/UTUKY
HY>XHO BHECTW ellle OHO naMeHeHune. Bosne ctpenku, ykasbiBalollen Ha 3aro/IOBOK MMEHM XOCTa
Ha CKPUHLLOTE Bbllle BUAHO, YTO IP-agpec ncnonb3oBancs B 3anpoce B Ka4eCTBe 3aro/loBKa XocTa.
Mcnonb3oBaHue IP-aapecoB B KayecCTBe 3aro/IOBKOB XOCTa He aBNgeTcd OOblYHbIM CMNOCOOOM
obpalleHnsa K BEO-NMPUIOKeHUAM, OCOOEHHO MPY NMOBCEMECTHOM pacnpocTpaHeHnn SSL, notomy
4TO BblAaTb SSL-ceptudmkar Ha IP-agpec HEBO3MOXHO. MOXHO ckasaTtb, 4TO 000N 3anpoc,
OOpaLLEHHbBIN K MPUIOXEHWUIO C NOAAEPXKKON SSL, B KOTOPOM B 3arosioBke XocTa ucnonbsyercs IP-
agpec, ¢ 60MbLION BEPOATHOCTLIO OKaXETCA BPeAOHOCHbIM. 310Bpedbl He 3HatoT NonHOoCTbio URL
NNV AOMEHHOE UMS, UCMOMNb3YEMOE NPUIOXKEHNEM, MO3TOMY UM MPUXOANTCA CTaBUTb IP-agpec nyHKTa
Ha3Ha4YeHWd B 3aro/10BoK xocta HT TP ana noakmoyeHnsd, a 370 y)Ke HEONMPOBEPXKMMARA Y/INKA.

VIMEHHO 3TO 1 NOOYANNIO MEHA BHECTW B NOJIMTUKY BTOPOE N3MEHeHMe. d BKIoUM ONTOKUPOBKY 3@
yKasaHue IP-agpeca B 3aro/sioBke xocTa:

Security » Application Security ; Policy Building : Learning and Blecking Settings
Traffic Leaming  Leamning and Blocking Settings

-

Current ediled security policy | hackazon-policy (blocking) & Apply Policy

General Settings Advanced 3 Save
Enforcement Mode ~ Blocking
Laaming Mode = Automatic
Learmning Speed = Medium
¥ Policy Building Settings Blocking Settings...  Search:

b Policy General Features
¥ HTTP protocol compliance failed = (15 out of 19 subviolations are enabled) & Leam & Alamm £ Block

POST request with Content-Length: 0 =
Header name with no header value =
] Several Content-Length headers -
Chunked request with Content-Length header +
Body in GET or HEAD requests -
Bad multipartform-data request parsing -
Bad multipart parameters parsing «
Mo Host header in HTTP/4.1 request =
CRLF characlers before request stan = k
[ Host header contains 1P address ~

C a10ro MmomeHTa nMtobor 3anpoc (HEBAXHO, C Kakoro IP-agpeca oH noctynui) 6yaeT 3ab6/10KMpOBaH
ASM, ecnu 3aronoBOK xoCTa coaepxnt IP-agpec.

MoueMy 3T0 Tak BaxHO? [peacTtaBbTe ce6e oGHapyXeHMe YSI3BMMOCTM HYN1eBOr0 AHA, BAUSIOLLENO
Ha WCNOMb3yeMyld BaMu WMHGPACTPYKTypy O3k-aHA cepBepa. Moe npunoxeHne paboTaeT Ha
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Apache, nostoMy 3[eCb B KayecTBe npmmepa MOXHO OblNo Obl 0O6CYyaAUTb YA3BUMOCTL Apache
Struts. Cpasy »e nocne 70ro, Kak He YCTpaHeHHad yA3BMMOCTb HYyNeBOro AHA OyAeT BbigB/ieHa U
HaYHET PacnpOCTPAHATLCS, BCE YCUIUA B3MOMLIMKOB OyayT HaleneHbl Ha IP-agpeca, MOCKOIbKy
OONbLWMHCTBO aTakyoLWMX MO0 HE HaLLeNEHbl Ha MMSA XOCTa NPUIOXKEHNS, TMOO NPOCTO €ro He 3HaIOT.

Taknm 06pa3om 6o 3anpoc, B KOTOPOM HET 3aro/10BKa XOCTa UV MMeeTCH Takol 3arooBoK C IP-
agpecom, Ha Balll cepBep He nonaget. 10 o6ecneynT Bally 3allnLLeHHOCTb OT aTak Hy/1eBOro AH4,
3a UCK/IoYEeHMeM TeX CydaeB, Koraa Xxakepbl B3/1aMblBalOT KOHKPETHO Bac. Pa3Be 310 He npocTtas U
OecnpobnemMHas 3almTa OT aTak Hy/1eBOro AHsA?

B uenom, npuMepHo 3a 15 MUHYT 9 pasBepHY/T HAAEXHYIO U 3 DEKTUBHYIO MOMNTUKY 6€30MaCcHOCTH
nepen CBOWM MPUIOXKEHMEM M MOTYy Tenepb MPOCMaTpuBaTh XypHasbl, YTOObl yOeanTbCs B ee
nosb3e. 270 NNLWb Ha4yano Lefon cepumn Cctaten, B KOTOPbIX f pacCKaxy O CBOWUX HaOMOOEHNAX
3@ PEe3Yy/IbTaTMBHOCTBIO TaKOM 3aWuTbl B LOMTOCPOYHON MEepPCrneKTMBe 1 PacCMOTPIO MPOCTble
AOMONTHUTENbHBIE HACTPOMKN 1 AOPAOOTKM NMOMUTUK, NOBbIWAKLLME 3(PMEKTMBHOCTE OOecneYeHnd
0e30MacHOCTM 3aLMLLLAEMOrO UM MPUNOXKEHWS.

[poaosixeHne CTaTbn YATANTE B HACTU 2.
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https://www.alienvault.com/blogs/labs-research/apache-struts-vulnerability-being-exploited-by-attackers
https://www.alienvault.com/blogs/labs-research/apache-struts-vulnerability-being-exploited-by-attackers
https://bakotech.ua/uploads/ckeditor/files/F5_12_Realizing_value_from_a_WAF_in_front_of_your_application_%20Part_2_RU.pdf

